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West Virginia University

Mountaineer Card Services

Software Access

West Virginia University

Code of Responsibility for Security and Confidentiality of

Records and Files

Security and confidentiality are matters of concern to all West Virginia University employees.  The purpose of this Code is to clarify employees’ responsibilities in dealing with the security and confidentiality of student and employee records and files.  Since conduct either on or off the job could affect or threaten the security and confidentiality of this information, each employee is expected to adhere to the following:

1. Employees may not seek personal benefit or allow others to benefit personally by knowledge of any confidential information that has come to them by virtue of their Mountaineer Card Services software access. 

2. Employees may not exhibit or divulge the contents of any record or report to any person except in the conduct of their work assignment and in accordance with University policies and procedures. 

3. No official record or report, or copy thereof, may be removed from the office where it is maintained, except in the performance of an employee’s official duties.

4. The online access account number provided to approved Mountaineer Card Services software users are to be utilized by that person only.  DO NOT SHARE ACCOUNTS.  Your account is confidential.

5. No employee is to aid, abet, or act in conspiracy with another to violate any part of this code.

6. Any knowledge of a violation of this code by any individual must immediately be reported to that person’s supervisor.

Violation of the Code of Responsibility may lead to reprimand, suspension or dismissal from the job or other penalties consistent with general personal policies.

I have read the above Code of Responsibility for Security and Confidentiality of Records and Files, I understand the intent and specific requirements of the Code of Responsibility, and I hereby verify that I will comply with all parts of the Code of Responsibility.

_____________________________        ____________________________       _______

Print Name                                                Signature                                                Date

_______________________________      

____________________________________      
Associate Vice President for Facilities                         Director of Student Affairs Business Operations 

*The Mountaineer Card Services software shall include but not be limited to the

CBORD Campus Systems Gold software and the Onity Integra access software.

Lane Dept. of CSEE

Request for ID Access
Date:________________

Faculty/Staff Sponsor:_____________________________________________________

1.  Complete ALL information requested below.

2.  Please PRINT legibly or type.

3.  Turn form into room 823 ESB or e-mail to lauraann.lemley@mail.wvu.edu
===============================================================

Person needing access:  Circle one:   COLLABORATOR    FACULTY   STAFF     STUDENT 
________________________________________________________________________

Last name

First name

Middle Name


700 #
E-mail address:___________________________________

If a student and funded through LCSEE, please circle one:           GRA         GTA        GSA
=====================================================================
Complete if requesting a collaborative ID card (ID’s can only be issued for a 1 year period)
Collaborators date of birth: ______________________

Affiliate Company or School:________________________________________________

Start of Collaboration:__________________End date of Collaboration:___________________
=====================================================================

Please give access to the following room(s):  Beginning ______________Ending:____________

(If no ending date is given, access is assumed terminated the last day of current semester classes)

List rooms person should have access to.
________

_________


_________

_________

________

_________


_________

_________

Reason person needs access to above rooms:

_____________________________________________________________________________

Persons Office  Location:______________   Desk Assignment (10th floor only)______________

Notes:________________________________________________________________________

Entered in database:______________________     Programmed lock:_____________________
Checked out desk keys:___________________

Lane Department of Computer Science and Electrical Engineering

Systems Administration
ID LOCK ACCESS

STUDENT REQUEST FORM
Instructions:

1. Complete ALL information requested below.

2. Please PRINT legibly

3. Turn form into room 701 ESB.
Each request will be reviewed in the order they are received. Please allow 24 hours for

processing. You will be e-mailed when you have been given access or with further

information or instructions. Incomplete forms will not be processed.
Date:_______________

Student 700 #:_______________________________

Last Name: _________________________________

First Name:_________________________________

Middle Name:_______________________________

Expected Date of Graduation: ___________________

Major: _____________________________________

MIX E-mail address:______________________________

Room(s) to be given access (Check all that apply).

813 ESB 

756 ESB

-----------------------------DO NOT WRITE BELOW THISLINE--------------------------------

Approved by:__________________________________________________________

(LCSEE Systems Administration Manager)

===============================================================

Database status:___________________________________________________________

Lock programmed:________________________________________________________

Student notified:__________________________________________________________
Door access change authorized by Lock Administrator
	Onity ID
	Card Service List
	Date
	Yes/No
	Location
	WVUID
	Full Name
	Change 
	Change Notes

	
	Timezone
	Expire
	Owner
	
	
	First
	MI
	Last
	Date
	Requestor
	Approval
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	

	
	
	
	
	
	 
	
	
	
	
	
	
	


Forward with approval to WVUCARD@mail.wvu.edu  or fax to (304) 293-4284

Operator change authorized by Lock Administrator

	WVUID
	Full Name
	Change 
	Change Notes

	
	First
	MI
	Last
	Date
	Requestor
	Approval
	

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	


Forward with approval to WVUCARD@mail.wvu.edu  or fax to (304) 293-4284

New lock installation request

From:

.


To:

Statler College Building Supervisor, Royce Watts

Date:

.


Subject:
New Digital Lock Installation Request …

The following table contains the initial setup information for a new electronic lock install at Statler College.
	
	Backup Operator
	
	
	Auto
	Auto

	Dept, Location, Description
	Lock Administrator
	Operator1
	Operator2
	Open
	Lock

	{dept}: 
	
	
	
	
	

	{location}, {description}
	Royce Watts
	 
	 
	8ax5nH
	5px7

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	
	
	
	
	
	

	
	
	
	
	
	

	Operator list
	WVUID
	Onity Database
	XPP update
	
	

	Royce Watts
	***
	full access
	full access
	
	

	 
	 
	 
	 
	
	

	
	
	
	
	
	

	CEMR-XPP
	has XPP update only access to all locks
	
	


Office of the Dean Approval: ________________________

Initial locking plan for new lock installation
	Location, access details
	First Name 
	MI
	Last Name
	WVUID
	DEPT
	Card Upd

	{location}, {description}
	 
	 
	 
	 
	 
	yes/no

	 - FM default templates
	 
	 
	 
	 
	 
	 

	 - KNOX BOX #005, always, no expire
	 
	 
	 
	ERB
	KNOX
	 

	 - KNOX BOX #034, always, no expire
	 
	 
	 
	ESB
	KNOX
	 

	 - KNOX BOX #006, always, no expire
	 
	 
	 
	ESB
	KNOX
	 

	 - KNOX BOX #007, always, no expire
	 
	 
	 
	MRB
	KNOX
	 

	 - ERB-DC-01, always, no expire
	ERB Desk Card
	 
	Watts
	 
	ADM
	 

	 - ESB-DC-01, always, no expire
	ESB Desk Card
	 
	Watts
	 
	ADM
	 

	 - MRB-DC-01, always, no expire
	MRB Desk Card
	 
	Watts
	 
	ADM
	 

	 - Statler College Lock Administrator, always, no expire
	Royce
	J
	Watts
	 
	ADM
	 

	 - Dean, always, no expire
	Eugene
	V
	Cilento
	 
	ADM
	 

	 - Associate Dean of Administration, always, no expire
	Royce
	J
	Watts
	 
	ADM
	 

	 - Associate Dean of Academic Affairs, always, no expire
	Warren
	R
	Myers
	 
	ADM
	 

	 - Building Supervisor, always, no expire
	Royce
	J
	Watts
	 
	ADM
	 

	 - Alternate Building Supervisor, always, no expire
	Kenneth
	J
	Claudio
	 
	ADM
	 

	 - Information Technology Director, always, no expire
	Eric
	L
	Leluika
	 
	CEMRIT
	 

	 - Network Administrator, always, no expire
	William
	J
	Mathews
	 
	CEMRIT
	 

	 - Key Administrator, always
	Wendy
	J
	Spaw
	 
	ADM
	 

	 - always, no expire
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